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* Leads IT & biologics development
operational planning efforts for the
National Bio and Agro-defense Facility 2 T
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users become too intoxicated to drive.
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Cyberbiosecurity

“l...] emerging hybridized
discipline at the interface

of cybersecurity, cyber
ohysical security and
biosecurity.’

<a
href="https://www.frontiersin.org/articles/10.3389/fbioe.2019.00099/full">Cy
berbiosecurity: a call for cooperation in a new threat landscape</a>

<a
href="https://www.frontiersin.org/articles/10.3389/fbioe.2018.00039/full">Cy
berbiosecurity: An Emerging New Discipline to Help Safeguard the
Bioeconomy

</a>

CYBER-THREATS
Cloud-based bench
technologies present
tempting targets for data
theft.
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SYSTEM INTEGRITY
Artificial Intelligence
is not fully shielded
and thus may be
influenced with
malicious intent.
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PATHOGEN TRACKING
Public health, wildlife, and
agricultural records reveal
impartant patterns in
vector distribution.
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AUTOMATION HACKING
Cloud-based security cannot fully
shield mportant genomic
foundry and engineering data.

CYBERBIOSECURITY
VULNERABILITIES
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DIGITAL MEDICINE
Digital assistive technologies
(artificial organs, etc.) can be

compromised and mined.
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GENETIC TREATMENTS
Personalized and unique
genomic treatments are

developed from
cloud-based patient data.
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PATIENT PORTALS
Patients rely
increasingly on
medical manage-
ment software,
creating additional
security risks,
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SYSTEM VULNERAEILITIES

Data used to create drugs,
weapons, and other
research can be mined,
hacked, or manipulated.




Applied Cyberbiosecurity in 2019: Scenario 1




Applied Cyberbiosecurity in 2019: Scenario 1

* Mother buys 18-year old daughter
23andMe DNA kit

[ NO family health insurance xsemc:‘dr OUR SERVICES v HOW IT WORKS v REFPORTS STORIE]

. Positive BRCA2 tumor | ¢
suppressor gene mutation. Find out what your DNA forcerain
says about your health, |

* Mother takes daughter to Urgent traits and ancestry. ‘ Ancestr
Care B
 Urgent Care prc.>V|d_er h§s never = Wollon
encountered this situation before esn

* Urgent Care Provider orders
BRCAZ2 screening from Quest é Carter
Diagnostics / carrier for




Applied Cyberbiosecurity in 2019: Scenario 1

Should the Urgent Care provider assume the result from

Quest Diagnostics test is accurate?

A.Yes
B.No

C.Unsure



Applied Cyberbiosecurity in 2019: Scenario 1

Mother calls 23andMe

“We meet all FDA requirements for
‘Genetic Health Risks’

« Recommends seeing a
physician for diagnosis
Mother is responsible for overhead

charged to Urgent Care provider

* Morally, is that fair?

%;}emf_: Vie

OUR SERVICES v

HOW IT WORKS v

Find out what your DNA

says about your health,

traits and ancestry.

( see all reports )

REPORTS STORIE!

Genetic

NOW WITH
‘ Dizscover w
regions wc

Carrier &

If you are g
%/ carrier for |




Applied Cyberbiosecurity in 2019: Scenario 1
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Applied Cyberbiosecurity in 2019: Scenario 2




Applied Cyberbiosecurity in 2019: Scenario 2

In cybersecurity, a distributed denial-of-service (DDoS) attack is one in

which multiple systems overwhelm the resources of another.

Someone hacks 23andMe servers and hard codes positive BRCA2 mutation

results for *all* female users between 27 Feb 2019 and 30 Aug 2019. Is this

a biosecurity issue?

A. Yes
B. No

C. Unsure



Applied Cyberbiosecurity in 2019:

Scenario 2

\ESaH dMe
EU

Who holds responsibility in this scenario?
A. Head of Information Security at 23andMe

B. Hospital systems that don’t perform follow-on testing

C. Unsure

o Distributed Denial of
}Mr Service (DDoS) Attack

9 \ESaH dMe \23.:m dMe
Japan

USA

Possible Targets:
Public Health Systems
Customer trust rates in genetic
services
Hospital system overhead
Social Stability

What else?



Applied Cyberbiosecurity:
The Full Stack Biotechnologist




The Full Stack Developer

| | HTTP
A wizard ain’t got

« e.g. - HTML, CSS, & JavaScript nothin’ on
o me!

alback endlE

* e.g.-AWS, SQL, NoSQL

ul-pplication protocol[elii¥




A new breed of biotechnologist is emerging...




The Full Stack Biotechnologist Definition Chart
Upstream (Back End) Skills

Recombinant DNA technologies

Downstream (Front End) Skills

Characterization

Cellular and molecular biology

Filtration + Purification

Cell culture

Electronics

Bioengineering Creativity

Rapid prototyping

Scale-up and bioprocessing

Spanning Skills

Marketing

Programming/Development

Design

Deep/Machine Learning/Al

Project/Product Development/Management




Full Stack Biotechnologist Definition

The full stack biotechnologist is a i RIEIRICIERE] that can
demonstrably SEXTel) and B E R a biological product

utilizing a range of biological and technological techniques and tools,
such as those listed in the Full Stack Biotechnologist Definition Chart.

The developed biological product i Clal i \ASEELRE appropriate
characterization and testing to scale-up levels — culminating in

s [ESig]elfiilely] Of the knowledge or the product via open access or
private/commercial mechanisms.



Cyberbiosecurity considerations of the Full Stack
Biotechnologist...

* These individuals are real and their numbers are multiplying
* Their expertise and skill sets are growing

* Their skill sets are highly valuable, individually and combined
* They may or may not be trained in biosafety

* When hiring, ask for a portfolio or website



Predictions for the Full Stack Biotechnologist...

» The Full Stack Biotechnologist will first become the [IiIlSeIas of the

synthetic biology industry

 Existing biotechnology industries will follow within 5-10 years

 Portfolios/websites will become necessary and standard component
of successful hiring processes

 Certifications will be forthcoming, like IT industry
 |deas: Registered Cyberbiosecurity Professional, Certified Ethical
Biotechnologist, Biotech+, CompTIA Biotech+, etc.
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