Laboratory Biosafety:
The Leader’s Role

It’s about the ‘people’
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Mentors: Our Guideposts

A high-school biology teacher

A college chemistry teacher

An experienced clinician in vet school

A practicing small-animal veterinarian 10 years my senior
A British MD, PhD on my PhD committee

The last General Officer Clinician-Scientist the US Army will produce

Another General Officer who trusted me completely



Mentors: Our Guideposts

* A high-school biology teacher
* A college chemistry teacher

Shared their Enthusiasm, Interests or Expertise

Gave me Opportunity

Gave me Freedom and Responsibility

 The last General Officer Clinician-Scientist the US Army will produce

 Another General Officer who trusted me completely



The US Army Medical Research Institute of Infectious Diseases
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Eventually assigned to USAMRIID [ cepting command [
1987 — 1998 Of the Institute in 1995 ‘
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Simple Priorities!!
Leaders provide "Beans and Bullets for the troops.”

The USAMRIID Tech Base Iceberg®

Reference Lab
Information ™
~ Consultation
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Clinical Medicine Nursing ‘

Ageht ID Epidemiology

Diagnostics GCP
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Agent Effects Vaccinology lpen 8).' 4
Immunology Molecular Modeling A et
Physiology Pathology Recombinant Technology CPO

Containment Lab Animal Medicine

Bacteriolo Virol
Toxinology Iﬂ_gy,/—\ irology

The Media Safety Animal Welfare Act

Classical Microbiology

The important people in the lab are back in the ‘trenches” 1995




Our Nation’s most important asset

Uno
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Subject Matter Experts
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PRICHT s

ing New Technologies
ing Pathogenesis

ing the Immunology
ing the Pharmacology
ing Advanced Development
ing Public Education

ing the Value of Trust

ing Enlightened Leadership
ing Laboratory Safety



e’ade(

Subject Matter Experts
Our Nation’s most important asset

Understanding New Technologies o
Understanding Pathogenesis
Understanding the Immurcogy
Uno erstanc’mg th- {390“. .1nacology xe org2®
Uncers’rﬂ“\uesa.-\dvanced De\" ot Nent
Uu,x\eac},udndmg Publir, "maﬁduon
Understand'"\oe\(\%‘value of Trust
Unr"‘ ﬁa\)\%ung Enlightened Leadership

s ¢ merstandmg Laboratory Safety
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So | randomly picked someone as ‘a Biosafety Officer’

-Smart dresser
-Handsome
-Military bearing
-Good with people
-Seemed like a nice guy...

And | was JUST smart enough to know
that | really needed Bob’s help!
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15t we assured Bob had access to the boss...




29 | |et everyone know...

am— .
- -~ \ Priorities:
| 1-Safety
2-Safety
3-Safety

TOURS“R”US



After that my job was easy:

1. Trust Bob

2. Support Bob
3. Talk about Safety as a Priority
4. Let Bob do his work

Dave




After that my job was easy:

And Bob built

A BIOSAFETY
EXPERT

1. Trust Bob relationships of

trust with scientists

2. Support Bob
3. Talk about Safety as a Priority \
. Bob was there for g
4. Let Bob do his work scientists. Always
willing tohey
| ool eg..
=)

Happy Scientists

| |

Safer

- More Confident
- More Productive

excessive paperwork.



Bob was not a micromanager!




In addition to Bob,
we had other advantaged in the ‘90s

DEPARTMENT OF THE ARMY
1EADQUARTERS, U. S. ARMY MEDICAL RESEARCH INSTITUTE OF INFECTIOUS DISEASES
FORT DETRICK, FREDERICK, MARYLAND 21702-5011

1 October 1995

SAFETY PROGRAM MANUAL

USARMIID Regulatlon No. 385  m=

SARETY EROGRAM &g s s ostis s sasssanzistsossaraicronnonnnsnss

3. My boss trusted me completely

The ‘bible’ from CDC SHIPMENT OF ETIOLOGIC AGENTS

f, USARRID 4. | took full and ultimate Responsibility.

Wl SAFETY
g Headguarters USAMRIID Regulation 385-5
PR@GRAM United States Army Medical Research
Institute of Infectious Diseases

MANUAL . We were not micromanaged.: = >

wanwiC AGENTS

¢ ...and many other subsections to Reg #385

REGISTRATION CONTROL; AN UEKNGLOLIMALLUIN UE  8aa
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| was watching from the Stands...

1996 1997



International \
i My six years in the front office...

-Pre-9/11

-Pre-10/4 (anthrax letters)

-’Containment” was RIID and the CDC

-A focus on Safety; “1st, 2nd and 3r9”

-We lived by safety ‘guidelines” (BMBL)

-| was given authority & took responsibility

-Security was not a major issue

-Intact/clear Chains-of-Command

1096 1007  -A clearly defined mission
-Lots of freedom to work...even globally
-we operated as a community of “Trust”
-Without significant accident or incident




Everyone loved USAMRIID
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The media showed up with a smile and softball questions.



Joumnal of Biosafety and Biosecunty 1 (2019) 98-99

Contents lists available at ScienceDirect

Journal of Biosafety and Biosecurity

March 2019
journal homepage: www.elsevier.com/locate/jobb
Edltnnal —
Fac111tles equipment and procedures: An historic gllmpse> K

\a\t\hlgh containment lab safety and security ot

Facilities Ctrusted others | AbOUL:
Equipment | re. Engineering People

Procedures - —~ | Training

| was able to Attitudes
Influence the culture
Culture




Arnold G. Wedum, M.D.

Director of Industrial Health and Safety

1943 — 1958 Ft. Detrick occupational illnesses
— ‘43-'45---55 illnesses/million person hours [
— 1958---11.45 illnesses/million person hours

Major contribution to 15t (1984) BMBL

Norm Covert, 2000 :

Speaking to National Media Organization

“...highly critical focus (of media) on Ft. Detrick while ignoring

poor safety records of industry in that era.”

We are held to a higher standard~__

TO0R
TODAY



%’“ Biolabs In Your Backyard: More from our local
investigations

Pentagon No. 2 to lead investigation into handling of
. anthrax

Latest military lab concerns involve plague bacteria, CDC labs repeatedly faced secret sanctions for
deadly viruses mishandling bioterror germs

reported by secretive labs

Army metes out punishment in anthrax scandal
Hundreds o I||||i IIl"i “ ts with bioterror germs g :

Regulator hired to oversee safety at U.S. biodefense labs
Army lashes general over anthrax debacle in wake of accidents

USA TODAY NETWORK biolabs investigation wins
national journalism prize

CDC to review oversight after USA : : o : :
TODAY Investigation CDC failed to disclose lab incidents with bioterror

pathogens to Congress

GAO finds more gaps in oversight
CDC lab shipped virus without following key safety steps studied in U.S. labs

Senators, health experts demand action to address
biolab accidents
T amE =Ta

-S-—lab-regulator replaced in wake of incidents with
bioterror pathogen

FedEx no longer to transport bioterror germs in wake of
anthrax lab mishaps

ils of

BIOLABS

IN YOUR
BACKYARD

A LUSA TODAY HETWORE
INVESTHRATIONR

Alison Young [4




Finding Balance in Reporting

Three (infectious) human deaths during US offensive biowarfare program pre-1969

Two anthrax, one Machupo Virus

One (non) ‘Select Agent’ Death in a US biodefense
program in the last 40 years.

-Malcolm John Casadaban, Age 60

-University of Chicago

-Yersinia pestis (plague) researcher

-Attenuated strain with defective genes for iron uptake

-Dr. Casadaban had undiagnosed hereditary hemochromatosis

Ca. 687,000+ Hospital Acquired Infections yearly*

Ca. 72,000 deaths due to HAIs*
Ca. 250,000 deaths due to ‘medical mistakes’

*CDC 2015




A principle:
Actions by a few impact the many

Government(s) react to surprises...

Larry-Wayne Harris .06 — Select Agent Rule o

Anthrax Letters 2o —— USA Patriot Act 2002 (SAR)
Army Regulation 50-1 2004--2008

rTHS5N1 201112 > USG Policy for Oversight of
Life-Sciences DURC war 2012

Aug 2013

GoF Work continues —— ...but debate goes on.
...but then CDC safety lapses...and the White House pause.

2014

"I'm sure there will be many changes to come," said biosafety consultant Debra Sharpe. "I just

hope they will be well thought out and not knee-jerk fixes for political expediency." 24




Actions by a few impact the many

Government(s) react to surprises...

Larry-Wayne Harris 1906 —s Select Agent Rule 7

Government Guidelines and Regulations are
NECESSARY BUT NOT SUFFICIENT
If we lose the BALANCE we can do harm to
this CRITICAL ENTERPRISE

Aug 2013

GoF Work continues —— ...but debate goes on.
...but then CDC safety lapses...and the White House steps in.

2014

"I'm sure there will be many changes to come," said biosafety consultant Debra Sharpe. "I just
hope they will be well thought out and not knee-jerk fixes for political expediency."

25




USG Often Substitutes Regulation for
Leadership

It’s easier...
but does it make us safer
Oor more secure”?

Binsecuriry and Bioterrorism: Biodefense Stravegy, Practice, and Science
Volume 9, Number 3, 2011 @ Mary Ann Liebert, Inc.
DOL: 10,1089 bep. 201 1.0052

COMMENTARY

BarancING OUR APPROACH TO THE INSIDER | HREAT

David R. Franz and James W. LeDuc A Ccu |tu re Of: A Ieader is:

Responsibility | |Engaged
B IOTERRORISM WAS A CONCERN of some in g_-:m'-:rn] ACCO u nta bi I ity D . Ca ri ng

even before Al Qaida-manned planes ook dow gula
World Trade Center towers. The anthrax leteers g athe .
heightened that concern and extended it to our citize Tru St tist AcceSSI b | e
well. The nation responded with billions of dollars: +Pr

defense research and development, medical counter Openness ra tiv Trustwo rthy




We've got to be REALLY careful
with Regulations

% Wouse of Kepresentatioes.
Committer on Energy and Commeree
Washington, DE 20515-615

M 0. DINGELL MCHIAN
CoRMAN

Federal Select Agent Program

The Federal Select Agent Program has developed a series of infographics in
order to describe its processes in more detail.

A Path Fo
Augusts, 2008 Funding Decis

About the Federal Select Agent Program

Regulation is
.« | Nnecessary, but

g the

e White o I. Issue and
1600 Pennsylvania Avenue, N.W.

Washinglan, D.C. 20500 In 2011, two stu
Dear Mr. President: i ibilr
transmissibility d

Mandated by Congress, the Federal Select Agent Program (FSAP)
regulates the possession, use, and transfer of biological select agents
and toxins that have the potential to pose a severe threat to public,

animal or plant health, or to animal or plant products.
W s o youtodsy shou o g gl e aad ntiona sy s, This
of iy ‘mamber of:

K the Federal Bur
;5’?“,"353;”;‘,1;"5‘733;‘;0‘3’?”#T«“&”;‘J"k"‘ﬁ"i Ay MsM‘edml e e IFBI has ldentl The program is managed jointly by the Centers for Disease Control th e re I I l u St b e

and Prevention (part of the U.S. Department of Health and Human

If these allegations are irue, the FEI has identified serious weaknesses in he sscurity at . . . :
ons oF o Mation' aremiss aborsaries fo th study of sorme o the o deadly pethogeon in s fﬂr the Smdy Services) and the Animal and Plant Health Ir?specuon Service (part of
the world, Their allegations also raiss equally troubling security concems sbout the thoasands of the U.S. Department of Agriculture).
ists and technicians who work &t hundreds of labs across our country with “seject -
o e, bqually troubli a. a. n C e
In light of thess recens revetstions, we urge you io immedisiely osder a Governmesi-wide k hundreds For mox Qts.gov.
investigation into the adequacy of the physical and persorme] sccurity sysieens in place ai all TK al hundre:
Government-ran or -sponsored Biosafety Level 3 and 4 Inboratorics (BSL 3 and 4) in the United
Staes. In until your investigation s complete and the results of that investigation are g >
reporiedto amtes, e gy o e s suspemian af i rber design mnd Key Functions Include:

canstruction of such isbaralaries.

ces
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COMMENTS

White House halts research into 'super

Guidelines easily updated, but
require integrity and responsibility....
3 S il Biological

WHAT' ﬂl&&?{[’l{ REGULATING INSPECTING
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An inverse relationship
between
Trust and Micromanagement

“Not trusting people is an
invitation to organizational disaster.”

LTG Walter F Ulmer Jr. (RET)

A1 L)Y
By LTG Walter F. Ulmer Jr.
U.S. Army retired




The failure, micromanagement
and hyper-regulation loop

f> Failu;es of leadership .@

Chicken or Egg?

Bureaucratic f Unhealthy Organizational
Over-Regulation Cultures

Accidents, Incidents and Ethical Failures J

within our organizations



The Power of Trust

| L LI F
what they did. In practice, the only ators of what had occurred and how
way I could manage the balance be- to move forward. But it was import-
tween assuming the risk for their ant the men understood I did not
actions and allowing them enough question the decisions they made
autonomy was through trust, and once bullets started flying. I did not

lots of it. It had taken four years want them to feel that they could

The Responsibility of a Senior Leader The Freedom of the Operators

NEW YORK TIMES BES

1/

_ _ _ %mﬁﬂ Stanlcy _
CG Joint Special Operations &Mcumstal 2 Commander, International
"*\t

Command Task Force Security Assistance Forces
(TF 714), Iraqg & US Forces, Afghanistan




The Power o
ators of what had occurred and how

to move for

L
what they did. In practice, the only

way I could manage the balance be-
tween assuming the risk for
actions and allowing them

ard. But it was import-
_ ant the mgn understood I did not
efiough question the decisions they made
gl {s started flying. I did not
lots of it. It had taKen four years want them to feel that they could

A Triad for Success
-In War

-In business

-In Science

-In Life




Leaders make Safety
‘Part of the Soup’.

PHPPO

Biosafety and biosecurity have ‘got to be part of the soup...”



Leaders make Safety
‘Part of the Soup'.

i Safety C =7
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A certificate on the wall
IS not enough.

Biosafety and biosecurity have ‘got to be part of the soup...”



Safety is a Small, but ABSOLUTELY CRITICAL Piece

Partnering Trust Caring
Leadershlp Energy

Ethlcs Management
Legal

Strate Qua"ty
Framework gY Agrlculture

Collaboration —
Animal and Human Use _,
—— —-— Value(s) Technology

Development :
Fundamental Anpd Trans|at|on Public
Research €2 _ Health
e _ Testing Risk
Lovalt o~ —_ Assessment
Marketing Oyalty ~ Food
Vision
Patent .@
Law Growth Honesty
Infrastructure Respon5|b|I|ty .individual & Corpﬁﬁaz;[ﬁce Environment
Leadership _ Innovation
Cultural Outcomes Education




Safety is a Small, but ABSOLUTELYFCBJIILALJ?iece
But | had his back!

Partnering Trust : Caring
Leadership Energy
Ethics / Management

Legal

Strategy Quality
Framework gY - Agriculture

Collaboration —

Animal and Human Use — -
- / Value(s) Technology

Fundamental DeyeLo;;ment Translatlon Public

Research € )/ n. Health

€ — ~/ Testing Rick
] o~ Assessment
Marketing oyafty "~ — Food
/ Vision
Patent
Law Growth Honesty
Infrastructure Responsibilitywindividual &corporate  Environment
Leadership Educati Innovation
ucation

Cultural Outcomes Bob took care of safety




Safety is a Small, but ABSOLUTELY CRITICAL Piece

Partnering Trust : Caring
Leadership Energy
Ethics / Management

Legal

Strategy Quality :
Framework gy - Agriculture

Collaboration — —

Paths to Biosatety and Biosecurity Sustainability:
A Message from the MENA Region

Anwar Nasim, Nisreen DaifAllah AL-Hmoud, Sabah AlMomin, Najat Rashid,
Khalid R. Temsamani, Kavita Berger, and David R. Franz

~ Assessment
Marketing Loyafty i~ — Food
. . —
/ Vision S~
Patent .@
Law Growth Honesty
Infrastructure Responsibilitymwindividual & corparate . Environment
Leadership Innovation

Education
Cultural Outcomes Bob took care of safety




An Example from Industry

A crisis at

INALCOA

New Leadership

from the(op down.)

Alcoa was struggling...




Putting Worker Safety First
1987 B ALcoA Paul O’Neill

The new CEQ’s briefing for shareholders...

“I want to talk to you
about worker safety.”

Shareholders wondered why he had omitted to talk about improving profits. Alcoa was in a mess!

“I’m not certain you heard me. If you want to understand how Alcoa is doing, you need

to look at our workplace safety figures. If we bring injury rates down, it won’t be

because of cheerleading or nonsense you sometimes hear from other CEOs. It will be
because individuals at this company have agreed to become part of something important...
They’ve devoted themselves to creating a habit of excellence. Safety will be an indicator
that we’re making progress in changing our habits across the entire institution. That’s how
we should be judged.”



The company's market value increased from S3
billion in 1986 to $27.53 billion in 2000, while net
income increased from $200 million to $1.484

billion. 14 years of Safety Focus

Alcoa Company Value up 9x

NYSE: AA-Nov 10 7:43 PMET Net Income up 7.5X
16.32 +0.01 (0.06%) ’
After-hours: 16.26 +0.06 (0.37%)

1day 5day 1 3 1year Syear max
month month

Open 16.27 Market cap 19.28B
High 16.46 P/E ratio (ttm) -
Low 16.16 Dividend yield 0.74%



The Power of Safety

O’Neill found something everyone
could agree on—worker safety—
and harnessed that as a basis for
change.
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Biological E. Limited

Celebrating Life Every Day

We attach great importance to

the safety of our visitiors.

Please read the instructions card

carefully and follow them

at all times.

Hyderabad, India
2019




A Safety Focus in China

Ke o

Journal of
Biosafety and
Biosecurity

Arbiow L hase L e UL

Wuhan Inst of Virology

Ethics

New Labs
New Journals
afety & Lab Security

Network for safe and secure labs

he current outbreak of Ebola virus in the Demo-
cratic Republic of the Congo is a reminder that
dangerous diseases exist in many corners of the
world and that they can cause substantial human
suffering and financial devastation locally and
internationally. In response, institutions and na-
tions are constructing maximum biocontainment
Taboratories (MCLs) to address these threats. MCLs oper-
ate at the highest level of biological containment to di-
agnose, perform research on, and validate cures for life-
threatening diseases like Ebola. There are more than 50
MCLS that are operational, under construction, or in ad-
vanced planning around the world. The global prolifera-
tion of these facilities raises
questions about how to ensure
their safe and secure opera-

global health. One solution is
to establish an MCL network,

transparency, and exchange of
specimens and technology:

A multitude of challenges
are associated with MCLs.
Even at the idea stage, a se-

therefore vital to planning and
operating MCLs, 50 a network of such labs would be valu-
able for sharing experiences and providing guidance in
these situations.

Besides the millions of dollars that it costs to build
a modern MCL, there are annual operations—mainte-
‘nance, utility, and security—that can amount to 5 to 10%
of the construction costs. Morcover, there is a need for
experienced guidance and qualified oversight to ensure
thatan MCLis built and operated safely and securely. Yet,
few such resources exist, and available training opportu-
nities are inconsistent and often costly. An MCL network

Importantly, MCLs must share a culture of respon-
sibility. These labs handle the world’s most dangerous
pathogens known, and there must be safeguards to pre-
vent theft or misuse. At the same time, security must be
balanced i

including specimen sharing. Again, by working together
through an MCL network to develop standards and

guidelines, a culture of responsibility could be fortfied.
We direct a newly constructed MCL in Wuhan, China
(zY), and an established MCL in the United States
(JW.L), in Galveston, Texas. In preparation for the open-
ing of the new China MCL, we engaged in short- and
long-term personnel exchanges focused on biosafety
training, building operations
and maintenance, and col-
Atraining laborative scientific investi-
~ ™ gations in biocontainment.
Galveston We succeeded in transferring.
proven best practices to the
new Wuhan facility. Both labs
recently signed formal coop-
erative agreements that will
streamline future scientific
and operational - collabora-
tions on dangerous pathogens,
although funding for research
and the logistics of exchang-
ing specimens are challenges
that we have yet to solve.
Ours is a promising first step
i MCL partnerships; how-
ever, wider national, regional,

ed
or never realized because of  “These labs handle the world’s 2 intemational cooperation

s needed. We benefited from

A
munity trust and support is  MOSE dangerous pathogens...”  meetings jointly  sponsored

by the US. National Academy
of Sciences and the Chinese National Academy of Sci-
ences, and from World Health Organization initiatives,
but stakeholders are not limited to human and animal
health. Our partnership still requires input from foun-
dations and governmental agencies that are involved in
security, commerce, and transportation, as well as from
the commercial sector.

Not every country requires an MCL, but every country
can benefit from the collaborative operation of these labs.
We encourage existing MCLs to convene a forum that
brings together all stakeholders to conceive of an MCL

could fill the personnel pipeline by con-
necting experienced personnel and professional societies
to develop standards for globally accepted training and
create mentoring opportunitics.

health needs safely, securely, and productively.

~James W. Le Duc and Zhiming Yuan

James W, Le Duc
is the director of the
Galveston National
Laboratory and

a professor in the

Department.
Microbiology and

utmb.edu

Zhiming Yuan
is the director

of the Wuhan
National Biosafety
Laboratory of the
Chinese Academy

Wuhan Institute of
Virology, Wuhan,
China. ym@
wh.iov.en
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productivity
A example from a

national enterprise

Long Shot:

Vaccines for National Defense

Success in producing vaccines:

1. A ‘champion’

2. Communities of Trust Kendall Hoyt

Dartmouth


http://www.amazon.com/gp/product/images/0674061586/ref=dp_image_0?ie=UTF8&n=283155&s=books

The Value of Trust

High Trust Organization Low Trust Organization
* Increased Value  Redundancy

* Accelerated Growth * Bureaucracy

* Enhanced Innovation * Politics

* Improved collaboration * Disengagement

* Stronger Partnering * Turnover

* Better Execution  Churn

* Heightened Loyalty Fraud

CLeadership®an make this much difference!
2-Are we doing all we can to encourage this kind of leadership?
3-Are we doing all we can to develop and maintain high-trust organizations?




Healthy Organizations

PATRICK LENCIONI An organization must be:
The @mar)and @ealtD
ADVANTAGE
= « Strategy Minimal Politics
« Marketing « Minimal Confusion
e Finance * ngh Morale
. Techn0|ogy * ngh PrOdUCtiVity

“It's getting ever more difficult to * Low Turnover

have a competitive advantage

based on knowledge or
technologies...”




And back in our world,

Leaders influence culture...

Enlightened Leadership

Lead with Science
Quality Research
Emphasis on Safety
Vision

Education
Responsibility
Accountability
Honesty
Transparency

C A Culture of Tr@

Requlatory Oversight

Lead with Security
Guns, Gates and Guards
Background Checks
Psychological Evaluation
Lists & Pathogen Control
A Culture of Mistrust?

Some labs will need some of
the right column, but every
lab can benefit from the left...




at all levels of an organization

Leaders influence culture...

Enlightened Leadership Requlatory Oversight

(L? A healthy culture is: .
E - safer,

Vie - more secure N
Ed ol

- AND more productive

Accountability
Honesty
Transparency Some labs will need some of

the right column, but every
lab can benefit from the left...
A Culture of Tr@
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Characteristics of Excellent Leadership
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Jon Wefald's
Presidency
at
Kansas
State

by Robert J. Shoop
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Have a Vision and Develop a Game Plan

. Communicate your Vision

Hire Excellent People

and Delegate Authority and Responsibility
Make Decisions and Take Risks
Admit Mistakes and Apologize When Necessary
Be Trustworthy and Care about Others

Never Give Up
Have a Sense of Humor

9. Be Technically Competent



Happy, Safe, Productive Teams

‘?-'q‘\ v.‘" q 7 ' " 23
~ -Care for the staff
~ -Care for the culture
~ -Care for the facility

-Care for the community
-Care for the mission

-Take personal responsibility
- Delegate appropriately

A product of leaders who care...and Trust.



