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Introduction

Blood transfusion: life-saving intervention that has an essential role in patient

management within health care systems

Over 220,000 units of blood donations are collected each year in Tunisia (110 

millions worldwide)

Many terrorist organizations have expressed an interest acquiring biological 

weapons 



Preparation of blood components from whole blood

Centrifugations and separations of blood components

Special processes

Patient



How a terrorist may proceed



Could deliberate contamination be attractive to 
terrorists?

Classical bioterrorism 
diagram

Agent acquisition Difficult
Agent production Difficult
Weapons Production Difficult
Storage Difficult
Dissemination Difficult

Extremely challenging Extremely simple

Blood transfusion 
attack

Very simple
-

Very simple
-
-



Consequences

Population impact

Terrible Healthcare impact

Political impact

Psychological impact

Could deliberate contamination be attractive to 
terrorists?



Blood centers in Tunisia

Central unit of blood 
transfusion and blood banks

National blood transfusion 
commission

Military blood 
transfusion center

Ministry of Defence

National blood 
transfusion center

Ministry of health 
general directorate of health

blood banks of hospitals

5 Regional blood 
transfusion centers

74 900 Donations in 2018

31 259
18 965
5 732
8 602
4 508

13 479

63 332



Safety Safety… Only Safety



But you might say…

Donor screening for infectious agents

Quality management 

Hemovigilance



Proposals of mitigation measures

Outside threat
Investigations

Contribution 
Cost
Implementation
Time

Limits 

1

Physical security 
preventing 

unauthorized access to 
the facilities that 

process and store the 
blood components



Allow the detection of 
contaminations

Contribution Difficult
TrainingLimits 

2

Strengthen quality 
management by 

including elements that 
take into account the 

risk of deliberate 
contamination. 

Proposals of mitigation measures



Contribution 
Difficult to include in the 
process
Time
Cost

Limits 

3

development and use 
of molecular diagnostic 

tests that enable 
testing of a variety of 

contaminants

Proposals of mitigation measures

Detection of various 
biological contaminations 



Excellent safety net
Mitigate the risk associated 
with the earlier stages of 
the process

Contribution 
Cost
Implementation
Ineffective alone

Limits 

4

Pathogen inactivation 
technologies

Proposals of mitigation measures



Insider threat
Culture of responsibility

Contribution 

Ressources
Regulations
Time
Limited effectiveness

Limits 

5

conducting 
background checks of 
all employees in blood 

banks

Proposals of mitigation measures



Protection of sensitive 
information

Contribution 
Cost
Training
Time

Limits 

6

Cybersecurity of 
computer systems 
involved in testing, 

processing, and 
maintaining inventory 
and access logs of the 

blood

Proposals of mitigation measures



Confirmation that 
institution invest time 
and effort

Contribution Security standards
Time

Limits 

7

Audit and inspections 
of facilities that collect, 

test, process, and 
supply the blood

Proposals of mitigation measures



Blood banks: potential 
bioweapons labs

Conclusion

Risk communication ?

Goal : safe and 
SECURE blood for all

Mitigation measures : in 
combination, difficult to implement

Biosecurity professionals: 
major role


	PROPOSALS TO MITIGATE THE RISK OF DELIBERATE CONTAMINATION OF BLOOD TRANSFUSION COMPONENTS IN TUNISIA �
	Introduction
	Preparation of blood components from whole blood
	How a terrorist may proceed
	Could deliberate contamination be attractive to terrorists?
	Consequences
	Blood centers in Tunisia
	Safety Safety… Only Safety
	But you might say…
	Proposals of mitigation measures
	Proposals of mitigation measures
	Proposals of mitigation measures
	Proposals of mitigation measures
	Proposals of mitigation measures
	Proposals of mitigation measures
	Proposals of mitigation measures
	Conclusion

